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The Information Bottleneck!

e Clustering?, NLP3, understanding deep learning*®
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The Privacy Funnel?

e A related optimization problem in information-theoretical privacy
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— Utility: Movie favor
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Bottleneck Problems

e GivenY — X — W, and a fixed Pxy

e Strong DPIs?

[(W;Y)

e Mrs. Gerber's Lemma?

Information
Bottleneck

Privacy
Funnel

Y. Polyanskiy et al.’15, 2A. D. Wyner et al.’73
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Why Constrain to Mutual Information?

e For an f-divergence D;(P||Q), the f-information is given by

I;(X;Y) £ D¢(Pxy||Px Py)
e Other f-divergence may carry richer statistical interpretations

f-Divergence f(t) Usage
KL-Divergence tlogt Large Deviation Theory
y2-divergence t2 -1 Mean Square Error
Total Variation 2t — 1] Hypothesis Testing
Hellinger Distance | (v/t — 1)? | Classification Problems
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e (Generalizing Bottleneck Problems: Given two convex functions f; and fs,
we are interested in the upper and lower boundaries of the set
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Generalizing Bottleneck Problems

e GivenY — X — W, and a fixed Pxy

Ifz(W3Y)

Set of achievable f-information pairs for all Py x
Ly, (W X), I, (W3 Y)Y — X =W, Pxy}

Ifl (W7X>




Generalizing Bottleneck Problems

e GivenY — X — W, and a fixed Pxy

Bottleneck Functional
max [, (W;Y)

Py x

st. Ip,(W:;X)<ux

«—

]fz([¢f5}f)

Privacy Functional
min I, (W;Y)

Py x

st. Iy (W;X)>x

If1<[¢f3)(>
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Geometric Properties of Bottleneck Problems
e Assume |X|=m, |Y|=n

e Fora Px = q and a channel T = Py |x, we have a set of achievable
f-information pairs
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Geometric Properties of Bottleneck Problems

e Dual formulation:

¢(p,A) = g(Tp) — Af(p) = Dy, (Tp||Py) — ADy, (P Px)

|
]fl(W;X) 4 P 12
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e Dual formulation:
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Geometric Properties of Bottleneck Problems

e Dual formulation:
é(p; A) = g(Tp) — Af(p) = Dy, (Tp||Py) — ADy, (p[|Px)
e The lower convex envelope of ¢(p, \) at q = Px

¢(q7 )‘) — min]fz(W;Y) _)\Ifl(W;X)
= ([ (W;X), minls, (W;Y)) corresponds to slope A

e Similarly, the upper convex envelope ¢’ (q, \) gives

(I¢,(W; X), max Iy, (W;Y)) corresponds to slope A

If2 (W; Y)

12



Outline

1.

2.

3.

4.

5.

Two bottleneck problems
 Information Bottleneck and Privacy Funnel

Generalizing bottleneck problems
* Motivation and Formulation

Geometric properties of bottleneck problems
» Witsenhausen and Wyner
* How to solve generalizing bottleneck problems?

Applications

« Mrs. and Mr. Gerber’s Lemma

« Arimoto’s Mrs. and Mr. Gerber’s Lemma

« Estimation Bottleneck and Estimation Privacy Funnel

Final remarks

13



Mrs. and Mr. Gerber’s Lemma

e Pr(X =1) =q, T = Py x = BSC with crossover probability ¢
e f1 = fo = hy, the binary entropy function

Lemma 1 (Mrs. Gerber's Lemma). Given0 <z < H(X)

inf  H(Y|W) = hy(8 x hy ' (z)),

Py x
H(X|W)>z

where h; " : [0,1] — [0, 1] is the inverse function of by, (-), and axb = (1 — a) b+
(1—b)a, fora,b e [0,1].
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Mrs. and Mr. Gerber’s Lemma
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Arimoto’s Mrs. and Mr. Gerber’s Lemma
e Use ¢P-norm for f and g with 8 > 2

e Arimoto’s conditional entropy:

p

Hg(X[W) = < my?

logE [||PX|W(‘|W)||B]

e Rényi entropy of order £:

Hg(X) = log||Px||g

e Arimoto’s mutual information: Ig(X; W) = Hg(X) — Hg(X|W)

e Useful in statistics and hypothesis testing’

1]. Sason et al.‘17

18



Arimoto’s Mrs. and Mr. Gerber’s Lemma
e T =BSC

e Arimoto’s Mrs. Gerber’s Lemma solves

inf HB(Y|W>
Py x
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sup  Hp(Y|W)
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Arimoto’s Mrs. and Mr. Gerber’s Lemma
e T =BSC
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' r. Gerber's Lemm
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sup  Hp(Y|W) I
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—
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Estimation Bottleneck and Privacy Funnel
o filt)=folt) =t —1

o Z-information: x2(W; X) = E [pf;vé’x%i%’ffﬁ)o} -1

Estimation Bottleneck Estimation Privacy Funnel
max x> (W;Y) min x*(W;Y)
Py x Py x
st (W;X) <z st.x*(W;X)>x

'F. P. Calmon et al.’17, 2A. Makur et al.’15



Estimation Bottleneck and Privacy Funnel
o filt)=folt) =t —1

o Z-information: x2(W; X) = E [pf;vé’éé%fgo} -1

Estimation Bottleneck Estimation Privacy Funnel
max x> (W;Y) min x*(W;Y)
Py x Py x
st (W;X) <z st.x*(W;X)>x

Why y2-information?

o 2(W;Y) =% M(W;Y), where d = min(|W|,|Y]) — 1 and \;(W;Y)
is the i" principal inertia component (PIC)! of W and Y (larger PICs give
smaller MMSE)

e ?-information bounds f-information?

'F. P. Calmon et al.’17, 2A. Makur et al.’15 21



Estimation Bottleneck and Privacy Funnel

o fi(t)=falt) =12 -1

e y2-information: x?(W;X) =E [

Pw x (W, X)

PW<W>PX<X>} -1

X>(W;Y)

Estimation
Bottleneck

Estimation
Privacy
Funnel

X*(W; X)
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Numerical Results for BSC

Set of achievable pairs
of y?-information
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Final Remarks

e Reuvisit the geometry of generalized bottleneck problems
U (W5 X), I, (Wi Y)) Y = X =W, Pxy}

and provide a systematic framework to find out the upper and lower
boundaries

e Generalize the information bottleneck and privacy funnel

— Binary entropy function: Mrs. And Mr. Gerber’'s Lemmas
— ¢B-norm: Arimoto’s Mrs. And Mr. Gerber’'s Lemmas
— x2-divergence: Estimation bottleneck and privacy funnel

e These results can be potentially useful for new applications of information
theory in machine learning

25
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